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1
Decision/action requested

It is requested to approve the new solution for KI #2 of 3GPP TR 33.882 v0.2.0.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects"
3
Rationale

This pCR proposes to add a new solution for KI #2 in TR 33.882 [1]. 
4
Detailed proposal

*************** Start of the Change ****************

6.A
Solution #A: CPAIF based PIN parameter provision authorization
6.A.1
Introduction 

This solution addresses part of KI #2 "Authorization of PIN capabilities", i.e. Application functions associated with a PIN shall be able to use APIs for accessing resource only with authorization from the resource owner.

This solution assumes that the UE (i.e. PEMC, PEGC) is the resource owner. PIN AF needs to modify the resource (e.g., QoS of PEGC) of the resource owner via APIs. 

This solution also assumes that PIN related APIs are exposured via the NEF. And PIN AF needs to be granted by the PEGC/PEMC, which is a UE, before leveraging APIs to provision PEGC/PEMC related PIN parameters (e.g., QoS requirements) to 5GS.

6.A.2
Solution details
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Figure 6.A.2-x: CAPIF based PIN AF authorization.

1. PIN AF and the UE (i.e. PEMC or PEGC) do mutual authentication based on GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. PEMC/PEGC is also a UE. A secure TLS connection is built between PIN AF and PEMC/PEGC when the mutual authentication is successful.
2. The PIN AF serves as the API invoker in the CAPIF framework. To provision PIN related parameters to a target PEMC/PEGC in 5GS, PIN AF sends PIN parameter provision request to PEMC/PEGC. The provisioning request includes the identity of the PIN AF, the identity (e.g., GPSI) of target PEMC/PEGC, the PIN related parameters (e.g., QoS of the PEGC/PEMC). 
3. CAPIF core function and PEMC/PEGC should do the mutual authentication based on GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. A secure TLS connection is built between CAPIF core function and PEMC/PEGC when the mutual authentication is successful.
4. The PEMC/PEGC may timely and synchronously grant the authorization request for provisioning the PIN parameters. And the PEMC/PEGC sends the authorization request and grant information to the CAPIF core function to request the authorization code.

The PEMC/PEGC may asynchronously grant the authorization request based on the local pre-generated profile. And the resource owner sends the authorization request and grant information to the CAPIF core function to request the authorization code.

If the PEMC/PEGC previously sends the pre-generated profile to the CAPIF core function, the PEMC/PEGC sends the authorization request to the CAPIF core function to request the authorization code. CAPIF core function/authorization function can authorize the authorization request for the resource based on the pre-generated profile.   
5. The CAPIF core function generates the authorization code for the API invoker when the API invoker is authorized to provision the PIN related parameters to the target PEMC/PEGC. CAPIF core function/authorization server sends the authorization code to the PEMC/PEGC.

6. The PEMC/PEGC sends the authorization code to the PIN AF.

7. CAPIF core function and PIN AF should do mutual authentication. A secure TLS connection is built between PIN AF and CAPIF core function when the mutual authentication is successful.
8. The PIN AF sends the authorization code to the CAPIF core function to obtain the token.
9. With the token, the PIN AF provisions PIN related parameters (e.g., QoS of PEGC/PEMC) to 5GS via the NEF.
6.A.3
Evaluation
TBA
*************** End of the Change ****************
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